Useful e-safety resources, films and activities

This collection of e-safety guidance, which is in a variety of formats, has been
compiled by the Bracknell Forest e-safety group. It is a collection of national and
international resources that have been recommended for public and/or practitioner

use by partners and existing networks.

General

o E-safety Advice for Parents/Carers of Children

e Quick and Easy Internet Safety Advice for Parents

e Vodafone Digital Parenting Magazine: First Edition

e Vodafone Digital Parenting Magazine: Second Edition
o DCSF Guidance on Cyberbullying

e Internet Safety for Survivors of Domestic Violence

e Basic Consumer Safety (Online couponing and shopping)
e Advice About Online Gaming

e Advice About Social Networking

o Copyright

e Copyrights and wrongs

Facebook

e A Guide to Facebook Security

o Recommended Facebook Profile and Privacy Settings for Teens

e A Parent's Guide to Facebook

e Tips and Tricks for Facebook

e Common Facebook Issues for Schools

o Facebook Checklist (Practical information about privacy settings, how to choose

what information and images to share and where to turn for help)

Sexting


http://www.bracknell-forest.gov.uk/e-safety-parent-or-carer-advice-slide.pdf
http://www.bracknell-forest.gov.uk/quick-and-easy-internet-safety-advice-for-parents.pdf
http://asp-gb.secure-zone.net/v2/index.jsp?id=727/899/1737&lng=en
http://asp-gb.secure-zone.net/v2/index.jsp?id=1134/2660/5747&lng=en
http://www.digizen.org/downloads/cyberbullyingOverview.pdf
http://www.bracknell-forest.gov.uk/internet-safety-for-victims-of-violence.pdf
http://coupons.answers.com/guide/13892702/Online-Couponing-and-Shopping---Basic-Consumer-Safety.html
http://www.saferinternet.org.uk/downloads/resources/publications/online-gaming.pdf
http://www.childnet.com/downloads/blog-safety.pdf
http://www.childnet.com/resources/downloading/home
http://www.copyrightsandwrongs.nen.gov.uk/
http://www.bracknell-forest.gov.uk/facebook-guidance.pdf
http://www.connectsafely.org/Safety-Advice-Articles/facebook-privacy-chart-for-teens.html
http://www.connectsafely.org/pdfs/fbparents.pdf
http://www.bracknell-forest.gov.uk/facebook-guidance-for-parents-and-carers.pdf
http://www.yhgfl.net/content/download/4789/53063/file/Common%20Facebook%20issues%20for%20schools.pdf
http://www.saferinternet.org.uk/ufiles/Facebook%20Checklist1.pdf

Picture This (this is a practical educational resource that addresses and
guestions the sensitive issue of sexting)

So You Got Naked Online (this is a resource that offers children, young people
and parents advice and provides strategies to support the issues resulting from

sexting incidents)

Secure Passwords (Film about understanding the risks, creating a password that
can't be guessed and protecting it from criminals and wandering eyes)

CEOP Centre Corporate Film (Film to describe what CEOP does)

CEOP How to Report Film (CEOP film on how to use the Report Button)
Where’s Klaus (CEOP film about internet safety)

Animal Magic (CEOP film aimed at young children about giving personal
information to strangers)

Jigsaw (CEORP film aimed at raising awareness about keeping personal
information private)

Claire Thought She Knew (CEOP film aimed at internet safety for a female young
person)

Megan'’s Story (CEOP film which highlights a teenage girl's experience of
sexting)

Sam’s Real Friends (CEOP film for children and young people with special
education needs)

Tom's Internet Safety Story (CEOP film aimed at internet safety for a male young
person)

Know Your Friends with Josh and Sue (CEOP film for young people about
general internet safety)

Consequences (CEOP film aimed at young people about keeping personal
information private)

Exposed (CEOP film to highlight the dangers of sexting)

Tracey Beaker 'You Choose' Interactive Films on Internet Safety

Kitchen (Film about stamping out cyberbullying)

Girl Speaks About Cyberbullying

An Introduction to Facebook Places


http://www.childnet.com/resources/know-it-all-secondary-toolkits/know-it-all-upper-secondary-toolkit/picture-this
http://www.swgfl.org.uk/sextinghelp
http://commoncraft.com/secure-passwords-video
http://www.youtube.com/watch?v=lOeQnGUSjMs
http://www.youtube.com/watch?v=xAEKT0eOUZs
http://www.youtube.com/watch?v=-IOOn2wR8bU
http://www.youtube.com/watch?v=TuSsj78hwmc
http://www.youtube.com/watch?v=_o8auwnJtqE
http://www.youtube.com/watch?v=Z5WEnqnq1Hk
http://www.youtube.com/watch?v=DwKgg35YbC4
http://www.youtube.com/watch?v=tBmW7OlQLdI
http://www.youtube.com/watch?v=qMtcqFU1RLQ
http://www.youtube.com/watch?v=ecr6OJmT3Mg
http://www.youtube.com/watch?v=FGF146WJ22M
http://www.youtube.com/watch?v=4ovR3FF_6us
http://www.bbc.co.uk/cbbc/tracybeaker/youchoose/
http://www.youtube.com/watch?v=NbtajOvAU10&feature=player_embedded
http://www.bbc.co.uk/learningzone/clips/experiencing-and-beating-cyberbullying/7148.html
http://www.youtube.com/watch?v=dbiH0DxmPc8

e Tagged (Film that addresses cyberbullying, sexting, digital reputations and
personal responsibility)(recommended for over 14s)

e Parents and Carers Guide to the Internet

e Bully (Animated film about cyberbullying)

e eSlovenska Sheeplive (Short e-safety films)

e First to a Million (Interactive film about over-sharing)

¢ R u alright? (Anti-bullying film recommended for over 11s)

e Removal of Image/Video (General) (This is a short video that shows how young
people can report a naked image or video of themselves on a website that has no
obvious way to report or remove content)

o Facebook Removal of Image/Video (A short video showing how young people
under 18 can report a naked picture or image of themselves that has been posted
on Facebook)

e You Tube Removal of Image/Video (A short video showing how young people
under 18 can report a naked video of themselves that has been posted on
YouTube)

Activities and Online Books

e Budd:e (Children's activity on internet security)

e Games for SEN (Series of games to reinforce internet safety)

¢ Smartie the Penguin (Online book aimed at young primary age on internet safety)

e Digiduck’s Big Decision (Online book)

e Share Take Care Game (play a Facebook game to see how well you know what
statuses are appropriate or not

o Connect with Respect Quiz (take a test to find out how well you connect with
respect) http://www.saferinternet.org.uk/safer-internet-day/2013/quiz

e Accidental Outlaw (Quiz to test your knowledge about the law online)

Vulnerable Adults

e E-safety Advice for Parents/Carers of Vulnerable Adults
e E-safety Tips and Tricks for Vulnerable Adults

o E-safety Resource Site for Adults with Learning Difficulties


http://www.cybersmart.gov.au/tagged/
https://www.thinkuknow.co.uk/parents/parentsguide/
http://youtu.be/iMWNFQizGqw
http://sheeplive.eu/
http://www.thinkuknow.co.uk/first2amillion
http://www.youtube.com/watch?v=GKHhmTQ-cGg
http://www.youtube.com/watch?v=dWqfmzWW3BA&list=SPJpo3oC1S14kwQi-jpmces-4pcAvNONmW&index=2
http://www.youtube.com/watch?v=Jb-EtJ4CUK4&list=SPJpo3oC1S14kwQi-jpmces-4pcAvNONmW&index=3
http://www.youtube.com/watch?v=YUpNBhulq4Y&list=SPJpo3oC1S14kwQi-jpmces-4pcAvNONmW&index=1
https://budd-e.staysmartonline.gov.au/primary/demo.html
http://www.cybersmart.gov.au/Schools/Teacher%20resources/Cybersmart%20Access.aspx
http://www.kidsmart.org.uk/teachers/ks1/
http://www.kidsmart.org.uk/teachers/ks1/digiduck.aspx
http://www.sharetakecare.co.uk/
http://www.saferinterent.org.uk/advice-and-resources/young-people-11-19s
http://www.saferinternet.org.uk/safer-internet-day/2013/quiz
http://accidentaloutlaw.knowthenet.org.uk/
http://www.bracknell-forest.gov.uk/e-safety-vulnerable-adults-advice-slide.pdf
http://www.bracknell-forest.gov.uk/e-safety-tips-and-tricks-for-vulnerable-adults.pdf
http://www.em-esafetyproject.co.uk/

